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Automated Upload of Malicious and Benign Executables for Analysis

Singularity Binary Vault

SentinelOne Singularity XDR autonomously protects an enterprise’s technology stack by 
quarantining malicious files and tracking file operations in real time. These features fit most 
companies, but some organizations prefer to keep a copy of the observed executable files for 
their own analysis. They need an efficient solution with automated extraction and uploading 
of files without adding more obstacles to their workflows. 

Singularity Binary Vault allows customers to automatically upload detected portable  
executables files, malicious or benign, from their environment to the SentinelOne cloud. This 
allows security teams to utilize these files for local forensics analysis and additional investigation 
workflows such as dynamic analysis and malware reversing.

Key Benefits

Upload
Automatically upload benign 
and malicious executables to  
the SentinelOne cloud

Analyze 
Easily download and vet 
executables for further 
investigation and analysis  
to strengthen your enterprise 
risk posture.

Integrate
Connect with other security 
tools for further investigation 
of executables, including SOAR 
tools, sandboxes, and more

	+ Stores files for 30 days 

	+ Each unique file is only up-
loaded once to keep network 
utilization low

	+ Can be configured for specific 
file types or paths 

	+ Retrievable files via SentinelOne 
console or downloaded via API

Automatically Upload Executables to the 
SentinelOne Cloud

For teams wanting central access to all the possible executable files 
in their environment for storage in a centralized location, Binary 
Vault enables you to automatically retain files (malicious or benign) 
from across your technology stack and securely store them in the  
SentinelOne cloud for future use. 

Retain Files for Forensic Analysis

Retain executable files for further forensic analysis and other addi-
tional investigation processes. Files are stored in the SentinelOne 
cloud for up to 30 days for further investigation. 

Integrate with Other Security Tools 

While most organizations have their security needs met with  
SentinelOne Singularity XDR, teams seeking to investigate files in 
other security tools, such as with a sandbox or SOAR application, can 
leverage Binary Vault to integrate with other security tools.



 

Record Breaking ATT&CK Evaluation
•	 100% Protection. 100% Detection.
•	 Top Analytic Coverage 3 Years Running
•	 100% Real-time with Zero Delays

A Leader in the 2021  
Magic Quadrant for Endpoint 
Protection Platforms

4.9

99% of Gartner Peer Insights™
EDR Reviewers Recommend 
SentinelOne Singularity

Innovative. Trusted. Recognized.

About SentinelOne

SentinelOne is pioneering autonomous cybersecurity to prevent, detect, and respond to 
cyber attacks at faster speed, greater scale and higher accuracy than human-powered 
technology alone. The Singularity XDR platform offers real-time visibility and intelligent 
AI-powered response. Achieve more capability with less complexity.
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Customize With User-Definable Exclusions
With Singularity XDR’s Binary Vault, customers can seamlessly upload their executable files with 
specific configurations to fit their needs. The Binary Vault configuration allows users to easily 
filter for file type, maximum file sizes, total uploads per agent per day, and other path exclusions. 

Automate Binary File Upload
Binary Vault enables organizations to automatically store malicious and benign executable 
files to the SentinelOne cloud:

“
SentinelOne’s EDR 
functionality is exceptional.

I am really impressed with  
SentinelOne proactive threat 
acknowledgement. 

DIRECTOR, IT SECURITY
Energy
10B - 30B USD

READY FOR A DEMO? 
Visit the SentinelOne website 
for more details.

Automated extraction of 
files with customizable 
configuration to fit enter-
prise needs

Retain files for local 
forensic analysis or other 
automated analysis

Downloadable files for 
integration with other 
security tools for further 
investigation

https://www.sentinelone.com

